CKWWVOaAMOOl) 
.\H«uv**Ht» w^iutHigh KI'3i;.X(V OMnbbt 'OJt 



SlihslilulC (Of lO'm 144 9A/HTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

tUsc as many sheets .is nccvss&y) 


ComptfHe ti Known 


Application Number 


09/54061 1 


Filing Date 


March 31, 2000 


First Named Inventor 


Ellison, Carl 


Group Art Unit 


Unknown 


Examiner Name 


Unknown 


Sheet 1 of 1 


Attorney Docket No: 42P08112 



FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Foreign Document No 


Publication Date 


Name of Patentee or Applicant of 
cited Document 


Class 


Subclass 


T» 




JP-JP2000Q7G1-33 

WO-WO0175564 


JQ3ZMZ20IK)— ■ 

10/11/2002 


"TannprMasaaki , et-ak 

Herbert, Howard C, et al. 










WO-WO02086684 


10/31/2002 


Proudler, Graeme J. 










WO-WO02 17555 


02/28/2002 


Ford, Warwick 









OTHER DOCUMENTS - NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


Cile 
No 1 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 
(book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-Issue number(s). 
publisher, city and/or country where published. 


T 






CHIEN, ANDREW A., et al M "Safe and Protected Execution for the Morph/AMRM 
Reconfiaurable Processor". 7th Annual IEEE Svmoosium. FCCM '99 
Proceedinas. XP010359180. ISBN 0-7695-0375-6. Los Alamitos. CA. 








(4/21/1 999),209-221 








COMPAQ COMPUTER CORPORATION, et al., "Trusted Computing Platform 
Alliance (TCPA) Main Specification Version 1.1a", (12/2001), 1-321 










IBM, "Information Display Technique for a Terminate Stay Resident Program 
IBM Technical Disclosure Bulletin". TDB-ACC-No. NA9112156. Vol. 34. Issue 
7A, (12/1/199D.156-158 










KARGER, PAUL A., et al., "A VMM Security Kernal for the VAX Architecture", 
Proceedings of the Svmoosium on Research in Security and Privacy. 




XP010020182, ISBN 0-8186-2060-9. Boxborouqh. MA. (5/7/ 1990), 2- 19 


\ 


r 




ROBIN, JOHN S., et ai. ( "Analysis of the Pentium's Ability to Support a Secure 
Virtual Machine Monitor". Proceedinas of the 9th USENIX Security Svmoosium. 
XP002247347. Denver, Colorado. (8/14/00), 1-1 7 





EXAMINER 



C, Q^^-- DATE CONSIDERED ^ MfrR O Q) 



StfeUriUt DiwJouxe Statement fom {PI 0-1**9) 

* EXAMINER: initial * refoenct contidcted. *hraftcf of tot otston l« in cortonrytnc*' with UPPP Otam tr« tnroi^n W.rtx50 if no) in coAfwnance >nd not considered. fmJuoo copy 0* tK» tern «olh ne»l communication to 
apple**. » AopbumS unique otijtion devpatwyt m«rticr (wtional] 1 Applicant t» to pixc a ence* ma* fte*o ifl Cngb^ lanQu&ee TronsKtUoo n MischcO 



o 



A|«>««d to «n» «0 WOOL «fl CSV0031 
- KUJ.CVARTHtKt o#c 



Substitute Iff (arm 1«IWPTO 

(NFORMATTON DISCLOSURE 
^TPg^T BY APPLICANT 

(UsoHTmgXfahcota as necessary) 


Comotetstf Known 


Application Number 


09/540611 


Filing Date 


March 31, 2000 


First Nam d Inventor 


Ellison, Carl 


Group Art Unit 


Unknown RECEIVED 


Examiner Name 


Unknown 


Sheet 1 of 1 


Attorney Docket No; 42P08112 n# " 1 1 < m 



Technology Center 2100 



FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Foreign Documont No 


Publication Date 


Name of Patentee or Applicant of 
cHed Oocoment 


Class 


Subclass 






JP-JP2000076139 


03/14/2000 


Tanno, Masaaki . et al. 










WO-WO0175564 


10/11/2002 


Herbert, Howard C et al. 










WO-WO02086684 


10/31/2002 


Proudier, Graeme J. 










WO-WO0217555 


02/28/2002 


Ford. Warwick 









OTHER DOCUMENTS - NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


CUe 
No* 


Include name of the author (in CAPITAL LETTERS). tiUe of the article (when appropriate), title of the Hem . 
(booh, magazine. Journal serial, symposium, catalog, etc), date, pagefs), votumfHssue number(s), 
publisher, city and/or country where published. 


r 






CHIEN, ANDREW A., et al. t "Safe and Protected Execution for the Morph/AMRM 
Rprnnfignrahlfi Processor - ; 7th Annual IEEE Symposium; FCCM *99 
Proceedinas. XP010359180. ISBN 0-7695-0375-6. Los Alamitos. CA. 
(4/21/1 999).209-221 










COMPAQ COMPUTER CORPORATION, et al.. Trusted Computing Platform 
Alliance (TCPA) Main Specification Version 1 .1a\ (1 2/2001 ),1 -321 










IBM, "Information Display Technique for a Terminate Stay Resident Program 
ibm T^rhnirai nferJosum Bulletin - . TDB-ACONo. NA91 12156. Vol. 34. Issue 
7A, (12/1/1991 ).156-158 










KARGER, PAUL A., et al., "A VMM Security Kernal for the VAX Architecture", 
Proceedinas of the Svmoosium on Research in Security and Privacy. 
XP010020182. ISBN 0-8186-2060-9. Boxborouah. MA. (5/7/1990).2-19 




1 


/ 




ROBIN, JOHN S., el al., "Analysis of the Pentium's Ability to Support a Secure 
Virtual Machine Monitor - . Proceedinas of the 9th USENIX Security Svmoosium. 
XP002247347. Denver. Colorado. <8/14/00),1-17 





EXAMINER c 



/° ^ DATE CONSIDERED ]Q p^fr. (J^ 



SUaaflOtldOUr* SOW&tKFOOB {pTO>WS9 



nosooHfteoi) 

US Pmm t OA* U*.OCMJnMMrorceVMtRC« 



Sutaatula for torn mavpio 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

fUs« «« many steals n fiecsssanr; 

A 

f JBL 0 2 2BWSJ 


AmtnMn # Known _ 


Application Number 


09/540,611 


Filing Date 


March 31, 2000 


First Named Inventor 


Ellison, Carl 


Group Art Unit 


2134 


Examiner Name 


Tran, Ellen 


Sheet 1 of2 \Ak . V 


Attorney Docket No: 42P081 12 



FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Foreign Document No 


Publication Date 


Name of Patentee or Applicant of 
cited Document 


Class 


Subclass 






EP-EP0892521 


01/20/1999 


Zamek, Steven 












EP-EP1 055989 


11/29/2000 


Proudler, Graeme J., et 
al. 












EP-EP1056014 


11/29/2000 


Proudler, Graeme J., et 
a). 












WO-WO0201794 


01/03/2002 


Ellison, Car) 












WCM/VO02060121 


08/01/2002 


Grawrock, David W. 












WO-WO03058412 


07/17/2003 


Glew, Andrew , et al. 








A 




WO-WO9812620 


03/26/1998 


Nishiuchi, Taiki . et al. 












WO-W09918511 


04/15/1999 


Edrich, David R. 









OTHER DOCUMENTS - NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


Cite 
No* 


include name of the author (In CAPITAL LETTERS), title of the article (when appropriate), title of the Rem 
(book, magazine, Journal, serial, symposium, catalog, etc), date, pagefs), volume-issue numbers), 
publisher, dry and/or country where published. 


V 






COULOURIS, GEORGE , et at., "Distributed Systems, Concepts and Designs". 
2nd Edition. (1994),422-424 










rRAWFHRn .inHN , -Architecture of the Intel 80386". Proceedinas of the IEEE 
International Conference on Comouter Desian: VLSI in Comouters and 
Processors (ICCD '86>. (October 6. 1986). 155-1 60 










parry r s -napahility-Based Addressing". Fabrv. R.S.. "CaDabilUv-Based 
Addressina." Communications of the ACM. Vol. 17. No. 7. (Julv 1974),403-412 










FRIED ER, GIDEON , The Architecture And Operational Characteristics of the 
VMX Host Machine". The Architecture And Ooeratlonal Characteristics of the 
VMX Host Machine. IEEE. (1982).9-16 






V- 




INTEL CORPORATION, "IA-64 System Abstraction Layer Specification", Intel 
Product Specification. Order Number 245359-001 . (01/2000), 1-1 12 










INTEL CORPORATION, "Intel IA-64 Architecture Software Developer's 
Manual". Volume 2: IA-64 Svstem Architecture. Order Number 245318-001. 
(01/2000U ii, 5.1-5.3, 11.1-11.8. 11.23-11.26 










MFMP7FR ai frfd .1 et aI "Handbook of Applied Cryptography". CRC Press 
Series on Discrete Mathematics and its Aoolications. Boca Raton. FL, 
XP002165287. ISBN 0849385237,(Oct. 1996).403-405. 506-515. 570 










manra s t At al., -VMM: ACOS-4 Virtual Machine Architecture". VMM: ACOS- 
4 Virtual Machine Architecture. IEEE. (1985U71-178 










RSA SECURITY, "Hardware Authenticators", 
www.rsasecuritv.com/node.asp?id=1 1 58. 1-2 








RSA SECURITY, "RSA SecurlD Authenticators", 
wvw.reasecuritv.com/oroducts/securid/datasheets/SID DS 0103.Ddf. 1-2 








RSA SECURITY, "Software Authenticators", 
www.srasecuritv.com/node.asD?id=1 313.1-2 




EXAMINER 


^ ^ ^^^^^^^^^ 40 fat 





OUttoftrt SttamMFenn (PTO-W9) 

" i t> to six* a ott* iwo f Eitflsh Unotoeo T«na(aflo» bscutfwd 



Substitute tor torn 1449A/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APBU^|J 

{Usa as many sheets as rmcBS&ffP ^x^. 

| i III* Jh ^ 5!. 




Application Number 


09/540611 


Filing Date 


March 31, 2000 


First Named Inventor 


Ellison, Carl 


Group Art Unit 


Unknown 


Examiner Name 


Unknown 


Sheet 1 of 1 ^^<* 


Attorney Docket No: 42P081 12 



FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Foreign Document No 


Publication Date 


Name of Patentee or Applicant of 
dtetf Document 


Class 


Subclass 


T» 




JP-JP2000076139 


03/14/2000 


Tanno, Masaaki , et a!. 










'WO-WO01 75564 


10/11/2002 


Herbert, Howard C, et al. 










WO-WO02086684 


10/31/2002 


Proudler, Graeme J. 










WO-WO0217555 


02/28/2002 


Ford, Warwick 









OTHER DOCUMENTS - NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials' 


Cite 
No 1 


Include name of the author (In CAPITAL LETTERS), title of the article (when appropriate), title of the Item 
(book, magazine. Journal, serial, symposium, catalog, etc), date, page(s)» volume-issue numbers), 
publisher, city and/or country where published. 


r 




y 


CHIEN, ANDREW A M et al., "Safe and Protected Execution for the Morph/AMRM 
Reconfiaurable Processor*. 7th Annual IEEE Svmoosium. FCCM l 99 
Proceedinas. XP01 0359180. ISBN 0-7695-0375-6. Los Alamitos. CA. 
(4/21/1999).209-221 








COMPAQ COMPUTER CORPORATION, et al.. Trusted Computing Platform 
Alliance (TCPA) Main Specification Version 1.1a". (12/2001 ).1-321 










IBM, "Information Display Technique for a Terminate Stay Resident Program 
IBM Technical Disclosure Bulletin". TDB-ACC-IMo. NA9112156. Vol. 34. Issue 
7A. (12/1/1991 >.1 56-1 58 










KARGER, PAUL A., et al., "A VMM Security Kernal for the VAX Architecture", 
Proceedinas of the SvmDostum on Research in Security and Privacy. 
XP010020182. ISBN 0-8186-2060-9. Boxborouah. MA. (5/7/1990>,2-19 




i 


i 




ROBIN, JOHN S. f et al. v "Analysis of the Pentium's Ability to Support a Secure 
Virtual Machine Monitor". Proceedinas of the 9th USENIX Security Svmoosium. 
XP002247347. Denver. Colorado. (8/14/00J.1-17 





RECEIVED 

FEB 0 3 2004 

Technology Center 2100 



DATE CONSIDERED \0 0U/'O V | 



EXAMINER 



Sunalu.Ots0osOTSla»me*Fo«n(PTO>1M0) 

•EmuiCR* Hwttrttffrnr.fl w Miia . 1. ^wtwi w roi ffifar h mfTrtcnwr. -^gtMPFPtre Oijw aneBiuupadMlon tfnutnuMfliumuga wliauiim.n tntudtoopirtf Mstam^hntncnnmrtoiDnio 



SEP-a-2804 16:49 



09/540,611 



IKTEL CORPORRTION 



512 732 3912 P. 18/25 



to; 



V 



Reference 


Application 
aerial No. 


Patent No. 


Title 


1 


09/672.603 




Controlling Accesses To Isolated Memory Using A Memory 
Controller For Isolated Execution 


2 


09/822.986 




v-necKjng tut integrity Using Signature Generated In 
Isolated Execution 


3 


09/538 951 




raixorm Ana Method For Issuing And Certifying A 
Hardware-Protected Attestation ir^v 


4 


09/539.344 




Managing A Secure Platform Using A Hierarchical 
Executive Architecture In Isolated Execution Mode 


c 
3 


w/668,585 




Managing A Secure Platform Using A Hierarchical 
Executive Architecture In Isolated Execution Mode 


0 


09/541,108 




Platform And Method For Remote Attestation Of A Platform 


/ 


09/540,612 




Platform And Method For Generating And Utilizing A 
Protected Audit Los 


8 


09/540,946 




Protecting Software Environment In Isolated Execution 


ft 

y 


09/668,610 




.Protecting Software Environment In Isolated Execution 


10 


09/538.954 




wcuoraung Asoxaiea pus cycles ror isolated Execution 


n 


09/539.348 


6,760,441 


Generating A Key Hierarchv For Use In An Tcnfarnrf 
Execution Environment 


12 


09/541,477 


6.507,904 


Isolated Instructions For Isolated Execution 


13 


09/540,611 




^imaging Accesses in A nrocessor For Isolated Execution 


14 


09/540.613 




Managing A Secure Environment Using A Chipset In 


IS 


09/668,408 




Managing A Secure Environment Using A Chipset In 

Isolated PxfVMittrifi Vf aj4a 


16 


09/541,667 




Attestation Key Memory Device And Bus 


17 






Attestation Key Memory Device And Bus 


18 


09/618,738 


6.678,825 


Controlling Access To Multiple Isolated Memories In An 
Isolated Execution Environment 


19 


09/618,489 


6,633,963 


Controlling Access To Multiple Memory Zones In An 
Isolated Execution Environment 


20 


10/683,542 




Controlling Access To Multiple Memory Zones In An 
Isolated Execution Environment 


21 


09/618,659 




Resetting A Processor In An Isolated Execution 
Environment 


22 


09/751,586 




Resetting A Processor In An Isolated Execution 
Environment 



